
Packetizer
®

Copyright © 2007

H.323 Protocol Overview

Paul E. Jones
(October 2007)



www.packetizer.com 1

Packetizer
®

Assumptions

ÅFamiliarity with audio, video, and data 

conferencing

ÅFamiliarity with the role of 

Coders/Decoders (codecs)

ÅFamiliarity with RTP/RTCP
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Part 1: The Documentation
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Who Defined H.323?

ÅRecommendation H.323 is a standard 

published by the International 

Telecommunications Union 

Telecommunications Sector (ITU-T)

ïFormerly known as CCITT

ïRefer to http://www.itu.int/ITU-T/

ïA permanent organ of the United Nations 

System (refer to http://www.unsystem.org/)
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Base H.323 Documents

ÅH.323 ïñUmbrellaò document that describes the 

usage of H.225.0, H.245, and other related 

documents for delivery of packet-based 

multimedia conferencing services

ÅH.225.0 ïDescribes three signaling protocols 

(RAS, Call Signaling, and ñAnnex Gò)

ÅH.245 ïMultimedia control protocol (common to 

H.310, H.323, and H.324)
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Additional Documents

ÅH.235 ïSecurity within H.245-based systems

ÅH.245 ïInterworking with the PSTN

ÅH.450.x ïSupplementary services

ÅH.460.x ïVarious H.323 protocol extensions

ÅH.501 ïProtocol for mobility management and 

inter/intra-domain communication

ÅH.510 ïUser, terminal, and service mobility

ÅH.530 ïSecurity specification for H.510



www.packetizer.com 8

Packetizer
®

Implementers Guide

ÅH.323-Series Implementers Guide

ïAddresses issues not adequately covered within 

the aforementioned recommendations

ïContains corrections to the aforementioned 

recommendations

ïUpdated every 9 months or so

Must be read in conjunction with the various 

H.323-related Recommendations
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Annex versus Appendix

ÅOften Recommendations will have Annexes 

and appendices

ÅAn Annex is considered a ñnormativeò part 

of the Recommendation (i.e., it is part of the 

standard)

ÅAn Appendix is considered a ñnon-

normativeò part of the Recommendation 

(i.e., it is informational only)
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H.323 Annexes

ÅAnnex A ïMandatory H.245 messages

ÅAnnex B ïProcedures for layered video codecs

ÅAnnex C ïH.323 on ATM

ÅAnnex D ïFax

ÅAnnex E ïUDP for Call Signaling

ÅAnnex F ïSimple Endpoint Type (SET)

ÅAnnex G ïText telephony

ÅAnnex I ïError prone channels (work in progress)

ÅAnnex J ïSecure SET
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H.323 Annexes

ÅAnnex K ïHTTP-based service control

ÅAnnex L ïStimulus control protocol

ÅAnnex M.x ïTunneling of various protocols 
within H.323

ÅAnnex N ïQoS (work in progress)

ÅAnnex O ïUse of DNS (work in progress)

ÅAnnex P ïModem over IP

ÅAnnex Q ïFar-end camera control

ÅAnnex R - Robustness
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H.323 Appendices

ÅAppendix I ïSample MC/terminal 

communications

ÅAppendix II ïUsage of RSVP

ÅAppendix III ïGatekeeper based user location

ÅAppendix IV - Signalling prioritized alternative 

logical channels in H.245

ÅAppendix V - Use of E.164 and ISO/IEC 11571 

numbering plans
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H.225.0 Annexes

ÅAnnex A ïRTP/RTCP (RFC 1889)

ÅAnnex B ïRTP profile (RFC 1890)

ÅAnnex C ïRTP payload for H.261

ÅAnnex D ïRTP payload for H.261A

ÅAnnex E ïVideo packetization

ÅAnnex F ïAudio and multiplexed packetization

ÅAnnex G ïCommunication between and within 

Administrative Domains

ÅAnnex H ïASN.1 Syntax

ÅAnnex I ïH.263+ packetization
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H.225.0 Appendices

ÅAppendix I ïRTP/RTCP algorithms 
(reference to RFC 1889)

ÅAppendix II ïRTP profile (reference to 
RFC 1890)

ÅAppendix III ïH.261 packetization 
(reference to RFC 2032)

ÅAppendix IV ïTCP/IP/UDP usage

ÅAppendix V ïASN.1 usage
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H.245 Annexes

ÅAnnex A ïASN.1 syntax

ÅAnnex B ïSemantic definition of messages

ÅAnnex C ïProcedures

ÅAnnex D ïObject identifier assignments

ÅAnnex E to M ïVarious ñgeneric 

capabilityò definitions, including some 

codecs
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H.245 Appendices

ÅAppendix I ïOverview of ASN.1

ÅAppendix II ïExample of H.245 procedures

ÅAppendix III ïTimers and counters

ÅAppendix IV ïH.245 extension procedure

ÅAppendix V ïUsing ñreplacementForò

ÅAppendix VI ïExample H.263 capabilities

ÅAppendix VII ïProcedures and template for generic 
capabilities

ÅAppendix VIII ïList of generic capabilities for H.245 
defined in other Recommendations

ÅAppendix IX ïUsage of ASN.1 in H.245
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Part 2: High Level Overview
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Elements of an H.323 System

ÅTerminals

ÅMultipoint Control Units (MCUs)

ÅGateways

ÅGatekeeper

ÅBorder Elements / Peer Elements

Referred to as 

ñendpointsò


